Clinical Records Interactive Search (CRIS) Terms and Conditions — Local Oxford Health searches

Background

CRIS provides a means of analysing de-identified data from the Oxford Health NHS Foundation Trust (OHFT) electronic patient
records. Access to clinical information is clearly a sensitive issue and a security model was developed which has been considered
and approved by the Oxford Health NHS Foundation Trust Caldicott Guardian and the Trust Executive as well as forming part of
the original ethics application.

Security Requirements of CRIS use

CRIS can only be accessed from either the OHFT network or via the CRIS Virtual Desktop Environment (VDI) at AWS. CRIS Data
must remain within this secure environment and not saved on personal or encrypted USB sticks or emailed to an external email.
CRIS researchers must only access their own CRIS Project files and folders either on the Oxford Health CRIS Projects folder or the
AWS VDI.

Please be aware additional permission is required for derived data to be analysed outside of the OHFT firewall, from the CRIS
Admin Team. See Appendix 1 regarding the removal and NHS anonymisation standard for extracting and publishing data outside
of the AWS environment.

The security model includes regular audits of searches carried out using CRIS. Audits are recorded and a random sample are
audited monthly. For this to be possible, we record all CRIS project details along with a data plan to indicate the type of searches
which will be conducted.

Ethics and research governance approval assume anonymity of the data analysed. As with any dataset, there is the potential
within this database to compromise anonymity by generating unique variable combinations or rare categories. CRIS users are
asked to consider whether this issue may occur and strategies to avoid compromising anonymity. Alternatively, they may wish
to obtain specific ethics approval for an analysis where this risk is likely to be significant. Searching under clinician’ names are a
sensitive issue; this type of information in research would need to be justified and approved.

I have read, understood and agree Please check box
to confirm

CRIS project data is required to remain within the OHFT firewall or AWS VDI and files saved to either the

designated project OHFT CRIS Projects folder or the CRIS Virtual Desktop Environment (AWS) =

CRIS data must not be saved onto a personal or encrypted USB sticks or manually extracting data (typing
into another file) outside of the OHFT firewall or the AWS VDI environment

Additional permission is required from the Oxford CRIS Admin Team for derived data to be analysed outside
of the OHFT firewall — | have read Appendix 1 regarding the removal of data from the AWS environment.

CRIS researchers are only permitted to access their own CRIS Project files and folder located within either

O

CRIS data must not be emailed from OHFT machines to an external email. O
O

. O

the AWS VDI or the OHFT CRIS Projects folder.

CRIS researchers are required to notify the Oxford CRIS Admin Team at cris.admin@oxfordhealth.nhs.uk if
their CRIS project is going to use data from any other CRIS Network Trust site, either prior to the Oxford O
application process being completed or subsequent to that process if required

Reporting potential data issues within CRIS

CRIS users have a responsibility to ensure Patient Identifiable Information (PlI) is not available within the system. There are
processes in place to make sure that this does not happen, but there may be instances where you feel the system contains
information that could be used to identify a patient and you need to report any such instances where you feel this may be the
case. The Report Data Issue screen allows you to raise potential data issues within the CRIS data for review by a CRIS Trust
Administrator.

I have read, understood and agree Please check box

to confirm
Instances where | feel the system contains information that could be used to identify a patient must be O
reported to CRIS Admin via the inbuilt CRIS reporting system of ‘Report Data Issue’

Rationale for Application Process

The CRIS Oversight Group, led by the Trust Caldicott Guardian will review all requests to use CRIS as a de-identified research
database. It is important for the Trust to demonstrate that OHFT clinical data are used responsibly and for projects with
demonstrable research and clinical importance.

The future of CRIS, as with other aspects of OHFT research, depends on successful bids for future funding. This in turn requires
evidence of use of the database, hence the need to keep a record of individual projects.


mailto:cris.admin@oxfordhealth.nhs.uk

The CRIS Oversight Group has a role in facilitating CRIS analyses and to advise on how best to extract robust data. The database
is potentially complex and users will be encouraged to collaborate and share expertise and hands-on experience. The
information submitted in the project application form will be used to provide a database for this purpose to assist future
researchers.

I have read, understood and agree Please check box
to confirm

The role of the CRIS Oversight Group in the approval process and the retention and sharing of project O

application data for the benefit of future CRIS researchers

Collaborations and Grant or Research Applications for use of CRIS data

All work conducted using CRIS must be reviewed and approved by the CRIS Oversight Group. It is a requirement to inform the
CRIS Oversight Group of any grant or research application, including all external collaborations, which require the use of CRIS
data, either prior to initial submission, or immediately via a change request to an existing CRIS application.

I have read, understood and agree Please check box
to confirm

To inform the CRIS Oversight Group immediately of any grant, research application and collaborators on O

the project

Publication of results
All CRIS research projects are required to publish their results, preferably in a peer reviewed journal. This is an integral part of
the CRIS application process.

As your research paper approaches formal acceptance by a journal, as well as following the University’s standard procedures,
please make sure that:

1. Acknowledgements section

Acknowledgement for the Oxford Health BRC

We request the following wording is included, otherwise the research may not be counted as part of our BRC output or
for using CRIS as a resource:

“This research is funded by NIHR Oxford Health Biomedical Research Centre (NIHR203316) and supported by Oxford
Health NHS Foundation Trust Research Informatics Team. The study was carried out using OHFT electronic patient
records within the Akrivia CRIS research platform environment, owned by Akrivia Health (akriviahealth.com). The views
expressed are those of the author(s) and not necessarily those of the NIHR or the Department of Health and Social

Care.”
Acknowledgement for the Oxford Research Informatics Team support

For acknowledgment of the work members of the Oxford CRIS Team have provided, an example of wording is below.
Please include the members of the Oxford Team who have contributed to your work in the development of your data
plan and extraction and/or analysis of your data.

We would also like to acknowledge the work and support of the Oxford Research Informatics Team, (Please delete as
appropriate) Adam Pill, Acting Joint Head of Research Informatics, Suzanne Fisher, Research Informatics Systems
Analyst and Lulu Kane Research Informatics Administrator”
Disclaimer
After your acknowledgement, please also add the following disclaimer:

“The views expressed are those of the authors and not necessarily those of the NHS, the NIHR or the Department of

Health”.

Affiliations


http://openaccess.ox.ac.uk/home-2/act-on-acceptance/
https://akriviahealth.com/

Within the affiliations section please ensure ‘Oxford Health NHS Foundation Trust’ is listed.
Data availability

“The source data for this work is owned by Oxford Health NHS Foundation Trust using anonymised patient records via
CRIS Powered by Akrivia Health. The data cannot be made publicly available but can be accessed with permissions from
Oxford Health NHS Foundation Trust for UK NHS staff and UK academics within a secure firewall, in the same manner as
the authors.”

Pre-publication
o Please inform CRIS Admin of the title and journal you plan to publish in. Please send a copy of the manuscript
before submission to the journal to CRIS.Admin@oxfordhealth.nhs.uk

On acceptance of the publication

o Please send a copy of the publication to CRIS.Admin@oxfordhealth.nhs.uk, for reporting purposes.

I have read, understood and agree Please check box

to confirm

All CRIS research projects are required to publish their results and that failure to do so may restrict my O

access to CRIS in the future. This excludes Clinical Audit and Service Evaluation Searches

The CRIS Admin team are to be kept informed of the progress of my publication and that the above CRIS
BRC acknowledgement text must be included

O
A copy of my publication must be sent to the CRIS Admin team for approval prior to publication O
O

I have read and understood each section of the Terms & Conditions outlined above and agree to adhere to

these.

Signed

Click or tap here to enter text.

Date

Click or tap to enter a date.
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Appendix 1 - Releasing Files from AWS to Users

Extraction of individual patient level data from AWS is not permitted. Analysis of patient-level data can take place
within AWS using one of the available statistical analysis packages.

Release of aggregated information from AWS is permitted and all files should be reviewed by a Research Informatics
System Analyst. We refer here to the NHS anonymisation standard document: “Anonymisation Standard for Publishing
Health and Social Care Data Specification:

https://digital.nhs.uk/binaries/content/assets/legacy/pdf/b/h/1523202010spec.pdf

Chapter 6 of this document details standard anonymisation techniques, which | will summarise here. We have already
stated that individual patient-level data cannot be removed from AWS, which negates some of the essential standards
below as these relate to individual patient-level data.

e Aggregation — No cell in the table(s) output may relate to a single individual;

e Statistical disclosure control — No cell in the aggregate data output may be < 5;

e Data Suppression (individual level) — Free-text data items, and human images, must be suppressed;

e K-anonymity (individual level) — A data set provides k-anonymity for the data subjects represented if the
information for each person contained in the data set cannot be distinguished from at least k-1 individuals
whose information also appears in the data set. For example, a data set has 5-anonymity if, for every
record in the data set that describe characteristics of a data subject, there are at least four other
individuals also represented by records in the data set who share the same characteristics described by
the record;

e Reduction in detail in indirect identifiers (individual level) - Post code truncated to either area code or
district code; No date of birth (e.g. transform to age, year of birth, or 5-year age band); No event dates
(e.g. transform admission date to admission year, or month and year);

e Suppression of direct identifiers (individual level) - Suppression of name, address, widely-used unique
person or record identifier (notably National Insurance Number, NHS Number, Hospital Number),
telephone number, email address, and any other data item that on its own could uniquely identify the
individual.

If a researcher submits aggregated data which breaches relevant standards above the file will be rejected, and the
researcher will be asked to re-submit once any issues identified have been resolved. The researcher would then re-
submit the file for approval at which point it would be reviewed again.
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