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Privacy and Confidentiality in Oxford Health NHS Foundation Trust’s Occupational Health & Wellbeing Department
Who are we?

Oxford Health NHS Foundation Trust (OHFT) is a community focused organisation that provides physical, mental health and social care for people of all ages across Oxfordshire, Buckinghamshire, Swindon, Wiltshire, Bath, and Northeast Somerset. 

Our Trust is registered with the Information Commissioner’s Office (ICO) to process personal and special categories of information under the Data Protection Act 2018 and our registration number is Z1411013.

The Occupational Health (OH) Service within OHFT is an in-house department, and is committed to maintaining the privacy, dignity, and confidentiality of members of staff and clients at all times.  We adhere to the principles of the UK General Data Protection Regulations, the Data Protection Act 2018, the NMC, HCPC, BACP & GMC Code of Confidentiality and local Trust policies.

Why do we collect personal information about you?

In this Privacy Notice the term Personal Information means any information about you or other living individual.

In order to provide you with the appropriate and best possible occupational health care our staff need to collect and maintain information about your health status, also if relevant, any treatment and care.  

Read more about the format of information we collect:
Personal information that we collect about you will be held on an electronic patient record system, Civica OPAS G2.

Read more about the legislation, Data Protection Act 2018 
Please click this link http://www.legislation.gov.uk/  
What is our legal basis for processing personal information?

The Trust processes personal information for the purpose of the provision of “Health and Social care treatment to include the management of health and social care systems and services”.  We process personal data about you where it is necessary to carry out our Occupational Health functions, which are tasks performed in the public interest and supported by legal duties placed on public-sector organisations (Article 6(1)(e) UK GDPR). This includes activities required to protect the health, safety, and wellbeing of our workforce, and such processing must have a clear basis in law and be necessary and proportionate for our role.
Where we process special category data, such as information about your health, we rely on Article 9(2)(h) UK GDPR for the purposes of occupational medicine and the associated safeguards in Schedule 1 of the Data Protection Act 2018. This enables us to assess fitness for work, provide clinical advice, and support appropriate workplace adjustments.

In some circumstances, we will ask for your consent to process personal data, and for certain activities we may require your explicit consent, for example before sharing an Occupational Health report with your manager. Consent must be freely given, specific, informed, and easy to withdraw at any time, and explicit consent requires a clear, affirmative statement. We only use consent where it is appropriate and not where we are performing a statutory or public duty.
Where personal information is processed using the lawful basis of consent, you have the right to withdraw consent at any time.  You can do this by contacting the Occupational Health department directly 

The purpose of providing personal information to the OH department is to ensure, as far as possible, that you are fit for the post that you have applied for/are working in, to protect your own and others’ health and safety. Questions are asked about your past and present health, medical treatment and any impairment which may have implications for health and safety. The health information you provide will remain CONFIDENTIAL to this Occupational Health Department.
Specific medical details will not be divulged without your consent to any person outside the Occupational Health service (the exception being upon receipt of a court order, or significant concern for welfare), but an opinion about fitness for work and any suggested adjustments will be given to HR/Recruitment for work health assessment/new starter health forms, and to the referring manager/HR in relation to any referrals by manager.
What personal information do we need to collect about you and how do we obtain it?
Creating an Occupational Health record – what personal information do we need?
In order to create an Occupational Health record, we need to collect demographic information consisting of your name, address (including correspondence address if different), telephone numbers, date of birth & GP details.

Further information may be collected such as your marital status, occupation, email address, place of birth, gender, ethnicity and any preferred name or alias. For health surveillance, National Insurance (NI) information is required.
We may also hold sensitive personal information about you, which could include: 

Notes and reports about your health, treatment, and care, including:
· your medical conditions

· your mental health 

· results of investigations, such as laboratory tests

· future care you may need

· personal information from people who care for and know you, such as health or social care professionals 

· other personal information such as smoking status and any learning disabilities 

It is important for us to have a complete picture of you as this will assist OH clinical staff to deliver appropriate health recommendations & adjustments in accordance with your needs. 

Creating an Occupational Health record – collecting information about you from different sources.   

Read more about where we collect data from:  

· The data may be collected directly from you, as the staff client, or a health or social care professional (GP, Specialist)
· The data may be collected from your line manager at the point of referral.

· The data may be collected from another Hospital/NHS Occupational Health Provider at the point of transferring employment from Trust to Trust.
· The data may be provided by the Occupational Health Staff Psychology Service

· Personal data for Oxford Health employees will be provided to Occupational Health on a bi-weekly basis via an Electronic Staff Records (ESR) upload and this may include information such as NI number not supplied directly by you.
What do we do with personal information and what we may do with personal information?

· Personal information is used to manage and assist the staff involved in your Occupational Health care in ensuring that you are appropriately assessed and advise on the most appropriate support for you

· Where possible, we will always look to anonymise/pseudonymise personal information to protect patient confidentiality, unless there is a legal basis that permits us to use it and we will only use/share the minimum information necessary.

What if you are assessed and treated by the Occupational Health Staff Psychology Service?

If you are assessed and/or treated by the Occupational Staff Psychology Service, notes and treatment records will be kept within a separate notes system (PCMIS) from that of standard occupational health records and will not be available to the wider occupational health team. If referred into the service by one of the occupational health team, you will be consented regarding the provision of an outcome report for that individual. Once received by the referring clinician, this will be filed into the standard occupational health records and will be available to anyone working on your case within the wider occupational health team.

Summary reports will not be shared outside of the occupational health unless with the required consent.

If you were referred to the Staff Psychology Service following a TRiM conversation, then your manager will receive an email letting them know that you will be seen within the Staff Psychology Service. No further information about you or any difficulties you’re experiencing, however, will be shared with them. 

Read more about what we may do with personal information 

Personal information may be used to provide specific advice in relation to health adjustments to your HR or line manager

It may also be used to:

· Remind you about your appointments and send you relevant correspondence

· Review the care we provide to ensure it is of the highest standard and quality, e.g. through audit or service improvement 


· Report and investigate complaints

· Report events to the appropriate authorities when we are required to do so by law

· Contact you with regards to patient satisfaction surveys relating to services you have used within our hospitals to further improve our services to patients 

Who do we share information with and why?

The Trust, and the OH service within the Trust, is required to protect personal information, inform you of how personal information will be used, and allow you to decide if and how personal information can be shared.  Personal information you provide to the OH service in confidence will only be used for the purposes explained to you and to which you have consented. 

We may need to share relevant personal information with other NHS or Non-NHS Organisations.

Read more about why?

Sharing personal information with other NHS Organisations would be for Occupational Health care, these authorities would be other Occupational Health providers, NHS England, Public Health England and other NHS Trusts, General Practitioners (GPs). 

The Trust may be required by law to share information provided to us.  The Trust would not disclose any health information to third parties without your explicit consent, however there may be circumstances where the law permits or requires us to share.  The Trust will notify you of this sharing, where appropriate 

The Trust, and thus the Trust’s OH Service, may be required by law to share information provided to us with other bodies these may be, but not limited to:

· Those responsible for auditing or administering public funds, to prevent and detect fraud.

· Disclosure under a court order 

· Sharing with the Care Quality Commission for inspection purposes

· Police for the prevention or detection of crime or where there is an overriding public interest to prevent abuse or serious harm to others and other public bodies

How we maintain personal information that is held as an Occupational Health record?
Personal information is held in electronic format only.  This is in line with the NHS Records Management Code of Practice for Health and Social Care 2016 and National Archives Requirements.
We hold and process information in accordance with the Data Protection Act 2018 as amended by the GDPR 2016.  In addition, everyone working for the NHS must comply with the Common Law Duty of Confidentiality and various national and professional standards and requirements.
The Department of Health and the Information Governance Alliance have set out the current retention periods for maintaining a health and social care record.  The information is kept as long as necessary for your health needs and in line with the standards and you can find these on this link, Records Management Code of Practice.
Read more about the duty.  

We have a duty to:

· Maintain full and accurate records of the care we provide to you

· Keep records about you confidential and secure

· Provide information in a format that is accessible to you

Security of Personal Information

The Trust is required to ensure that personal information is held securely.  We take appropriate technical and organisational measures including securing computers with access control through usernames and passwords for electronically held personal information.  
What are your rights?

You have the right to request access to the personal data we hold about you, e.g. in health records. 

For more information about how OHFT processes information, please go to https://www.oxfordhealth.nhs.uk/privacy/
You have the right to refuse/withdraw consent to the sharing of personal information if it is beyond the purpose for which it is collected and held, (e.g. research). 

You have the right to request the correction of inaccurate or incomplete information recorded in the record, subject to certain safeguards. 
You have the right to request personal information to be transferred to other providers on certain occasions.
Data Protection Officer

Please contact Mark Underwood

dpo@oxfordhealth.nhs.uk

Information Governance Office, The White Building, Littlemore Mental Health Centre, 33 Sandford Road, Littlemore, Oxford.  OX4 4XN

Information Commissioner’s Office

The Information Commissioner’s Office (ICO) is the body that regulates the Trust under Data Protection and Freedom of Information legislation.  https://ico.org.uk.  If you are not satisfied with our response or believe we are processing personal information not in accordance with the law, you can complain to the ICO at:

Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF

Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number

Fax: 01625 524 510

Email: casework@ico.org.uk
OHFT OH in-house Practice Standards
We provide a service in accordance with the above privacy statement by:

· Limiting any sensitive or personal face to face conversations with members of staff in our waiting areas,

· Inviting members of staff into a private area when dealing with enquiries

· Ensuring telephone conversations cannot be overheard by closing appropriate doors and windows, and using telephone secrecy buttons

· Conducting consultations in private rooms with blinds drawn, windows closed, and telephones diverted to avoid interruptions

· Providing full explanations to members of staff before commencing any procedure or consultation and ensuring they consent to proceed

· Discussing risk assessment with members of staff before vaccinating and ensuring informed verbal consent is given

· Only removing minimal clothing required to ensure vaccinations can be given safely, and respecting members of staff’s wishes.

· Ensuring no personal or sensitive information is disclosed to a third party without informed consent.

· Obtaining informed written consent to access members of staff medical information from other health professionals

· Signing and agreeing to an Occupational Health Confidentiality statement

Consent

Before any personal information is disclosed to a third party, it is the practice of the Occupational Health and Wellbeing Team to obtain the necessary consent.  Adequate consent is defined as being: -

· Free from coercion - No external pressure can be applied to try to influence someone’s decision.

· Fully informed - The person must be aware of the process that is taking place and the likely consequences.

· Specific - Consent only applies at the time and for the circumstances in which it is first obtained.

· Unambiguous - Consent for using personal information must be unambiguous & indicated by affirmative action.

Consent may be: -

· Implied - e.g. Ad hoc telephone advice, blood tests, blood pressure
· Verbal - e.g. Vaccinations including, Influenza, Hepatitis B, Varicella, and MMR, pre-placement assessment forms, simultaneous disclosure of a report to your manager
· Written - e.g. Written reports to referring managers, requests for information from your GP or Consultant, solicitor’s requests for copies of your records

Since the 12 October 2009 where a Physician prepares a report for a manager, you have 3 options:

· not to have a copy of the report

· to have a copy of the report as it is sent (simultaneous disclosure)

· to have a copy of the report before it is sent. In this case a copy will be sent to you, and you will be asked to respond within 7 days

There should be no surprises when reports are sent to your referring manager.  The Physician should inform you about the purpose and nature of the information disclosed and that relevant information cannot be concealed or withheld.

While the GMC guidance does not apply to other professions directly it is used as best practice within the department for all occupational health reports. Your verbal/written consent will always be obtained, and the opportunity to see any report before it is sent to your manager will be offered to you.
Record storage and access to your occupational health record

Security of your occupational health record

OHFT OH do not have paper health records anymore, the records we hold are on an approved and secure Occupational Health patient records system called Civica OPAS G2, devised, and maintained externally to the Trust, by Civica UK Ltd.  
Please note, the only paper information we hold is information received – such as blood results (original results sent to client), GP & Specialist reports – and these are scanned securely onto Civica OPAS G2 and then the paper copy is shredded.

Access to the offices in OHFT occupational health department is restricted to staff working in the Occupational Health department or authorised staff.

Electronic records are password protected.  Each occupational health user has a unique password.  Data is held on a network drive and a back-up system for all electronic data is maintained securely by the IT department.  In relation to the staff record system, Civica OPAS G2, as above, it is maintained securely & externally by Civica UK Ltd.  
Data is never transferred to home computers, data sticks, or flash drives.

Access to your occupational health record

In order to access your occupational health records held by the Occupational Health and Wellbeing Services you should complete a request in writing to the Occupational Health Department, either via email directly attributable to you, or by signed letter.

Occupational Health will either arrange an accompanied viewing of your records or, more typically, for a copy to be supplied.  Your request will be logged and acted on promptly, wherever possible within 14 - 21 days of your request, but within the calendar month.  Photographic proof of identity (passport/driving license/Identity Card) is required on collection of copies or sight of records.

Solicitors may request copies of your occupational health records if you are pursuing a claim or case.  Your records will only be disclosed with your informed written consent and verifying your signature by comparing it with a previous signature in your records, or by photographic ID, DOB or NI number (information only likely to be held by and/or known by you), the exception being OHFT OH service being in receipt of a court order.

Information can be withheld if it is felt that access to the data is likely to cause serious harm to yourself or another person (which is exceptionally rare) or the records contain information about another person who is not a healthcare professional and who has not given consent to disclosure.
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